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Reduce the Risk of Ransomware and Malware
Ransomware and malware of all types are a growing concern. Often, they are 
executable on a user’s computer and designed to quickly attach and navigate 
through a network directory and attack files. 

Storage of files in Document Locator prevents malware from navigating through 
and systematically encrypting or corrupting other documents. This is because 
Document Locator leverages Microsoft SQL as a content database. Using File 
Tables in SQL (blob, or Binary Large Object storage), all documents, images 
and other types of files are securely maintained as single entities within the 
database.

When a person works on a document, the checkout/checkin functionality 
in Document Locator places an electronic copy of the file on the end-user’s 
workstation while maintaining the original version securely within Document 
Locator’s backend server inside the SQL Server database. As a result, even if 
ransomware or malware impacted the local-file while it is being edited, the 
original version will not be impacted and remains safe within Document Locator. 
In addition, if virus-infected files were uploaded into Document Locator, the 
virus cannot propagate because of the database’s disk store isolation.

Since malware-infected files placed into Document Locator’s SQL datastore 
cannot escape while on the server and propagate across the network, files are 
effectively isolated. Over time, as files are opened again in the future, anti-virus 
definitions are likely to be updated to prevent an affected file from causing 
harm again.

Document Locator’s system of file versioning maintains a separate and complete 
file for each version saved. If one version is corrupted or encrypted, a rollback to 
prior versions is always possible without losing the entire content of the file.
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Have a solid
backup plan

The best measure of 
prevention to maintain 
the safety of confidential, 
sensitive, or important 
files is to have a plan that 
ensures files are securely 
backed up.

With everything electronic, 
it’s easier to back up 
files and recover them if 
needed. 

Files stored in Document 
Locator can be routinely 
backed-up and recovered 
quickly in the event of a 
fire, natural disaster, or 
cyber attack.


